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Abstract

Background As digital healthcare services handle increasingly more sensitive health data, robust access control
methods are required. Especially in emergency conditions, where the patient’s health situation is in peril, different
healthcare providers associated with critical cases may need to be granted permission to acquire access to Elec-
tronic Health Records (EHRs) of patients. The research objective of this work is to develop a proactive access control
method that can grant emergency clinicians access to sensitive health data, guaranteeing the integrity and security
of the data, and generating trust without the need for a trusted third party.

Methods A contextual and blockchain-based mechanism is proposed that allows access to sensitive EHRs by apply-
ing prognostic procedures where information based on context, is utilized to identify critical situations and grant
access to medical data. Specifically, to enable proactivity, Long Short Term Memory (LSTM) Neural Networks (NNs) are
applied that utilize patient’s recent health history to prognose the next two-hour health metrics values. Fuzzy logic

is used to evaluate the severity of the patient’s health state. These techniques are incorporated in a private and per-
missioned Hyperledger-Fabric blockchain network, capable of securing patient’s sensitive information in the block-
chain network.

Results The developed access control method provides secure access for emergency clinicians to sensitive informa-
tion and simultaneously safeguards the patient’s well-being. Integrating this predictive mechanism within the block-
chain network proved to be a robust tool to enhance the performance of the access control mechanism. Further-
more, the blockchain network of this work can record the history of who and when had access to a specific patient’s
sensitive EHRs, guaranteeing the integrity and security of the data, as well as recording the latency of this mechanism,
where three different access control cases are evaluated. This access control mechanism is to be enforced in a real-life
scenario in hospitals.

Conclusions The proposed mechanism informs proactively the emergency team of professional clinicians

about patients’ critical situations by combining fuzzy and predictive machine learning techniques incorporated

in the private and permissioned blockchain network, and it exploits the distributed data of the blockchain architec-
ture, guaranteeing the integrity and security of the data, and thus, enhancing the users'trust to the access control
mechanism.
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Background

Introduction

Access control to healthcare data is vital as the protec-
tion of the patient’s sensitive data privacy, e.g. the health
history, is of great importance. Access control models are
associated with the rights an entity has upon managing
particular data objects. These are based on user iden-
tity access control models, such as Role-Based Access
Control (RBAC), Discretionary Access Control (DAC)
and Mandatory Access Control (MAC) [1]. Contrarily
to these static approaches, the Attribute-Based Access
Control (ABAC) paradigm has been introduced, which is
dynamic in nature [2]. In ABAC, there are connections’
snapshots that are produced and dynamically altered
based on the current context, instead of statically-defined
lists of permissions that link entities with objects.

As digital healthcare services handle increasingly more
sensitive health data, robust access control methods are
required. Especially in emergency conditions, where the
patient’s health situation is in peril, different healthcare
providers associated with critical cases may need to be
granted permission to acquire access to Electronic Health
Records (EHRs) of patients. A major challenge in this
area is to enable trustworthiness and to achieve traceabil-
ity of access control to personal health data in emergency
situations. To address the challenges of access control
trustworthiness and traceability, we explore the coupling
of context-aware access control mechanisms with a pri-
vate and permissioned blockchain architecture and we
investigate the security and robustness of the resulting
technology. In our previous work [3], machine learning
methods (LSTM NNs) have been applied to the patient’s
recent health history so as to predict the criticality of
the patient’s medical state and to correspondingly grant
emergency clinicians context-aware access to sensitive
health data using fuzzy logic [4]. The research objective of
this work is to develop a proactive access control method
that utilized blockchain technology to guarantee the
integrity and security of the access control mechanism,
and guarantee trust without the need for a trusted third
party. This work encompasses the above-mentioned pre-
dictive mechanism, along with fuzzy procedures devel-
oped in our previous work [4], in the smart contracts of
this private and permissioned blockchain network based
on Hyperledger Fabric blockchain technology. Addi-
tionally, this work examines the latency for committing
a query transaction to this client application from the

blockchain network per access control case. A proactive
access control mechanism is built within the blockchain
system that exploits smart contracts of the private and
permissioned Hyperledger Fabric-based blockchain net-
work, which examines recent health metrics of a patient
and predicts the patient’s health criticality assessment,
effectively managing access to the patient’s EHRs.

Blockchain technologies in the medical sector

Blockchain based technologies implemented in the medi-
cal sector hold various benefits, but also many challenges
as well regarding the acceptance by the medical commu-
nity. Even if the technology of blockchain has benefits
such as system performance, collaborative ecosystem,
or innovative technological features, its applications in
healthcare are in their early stage [5]. The perceptions of
the individual issues such as the lack of knowledge, the
organizational issues such as the implementation, the
technological issues such as the blockchain model types,
and market-related issues such as regulatory concerns
indicate that blockchain-based applications in health-
care constitute an emerging field. This study points out
the practical implications and thus is capable to assist
developers and medical managers in identifying pos-
sible issues in implementing, developing, and planning
blockchain-based health information exchange systems.
According to the author, tackling these barriers can
assist the widespread usage of blockchain-based health
information exchanges in various medical settings and
facilitate connectivity and interoperability in community
and regional health information networks. Additionally,
barriers of acceptance include among others, usability
constraints, lack of management commitment, lack of
a security-oriented culture, lack of awareness regard-
ing legislations and health information technology risks
[6]. Nevertheless, blockchain is being explored by stake-
holders to enable better use of healthcare-related data,
enhance compliance, improve patient outcomes, lower
costs, and optimize business processes [7]. Nonetheless,
in assessing if blockchain can fulfill the hype of a tech-
nology described as disruptive and revolutionary, it is
important to ensure that blockchain design elements
take under consideration the actual medical needs of
regulators, providers, patients, and consumers. It is
worth mentioning that the authors point out that the
most praiseworthy advantages of blockchain are yet to
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be realized. However, the efforts of blockchain pilots will
finally lead to the promise of patient-driven medical sys-
tems in the form of open health data markets and preci-
sion medicine, finally reaching the patient.

Hyperledger fabric blockchain platform

Hyperledger Fabric is an open-source enterprise-based
permissioned distributed ledger technology platform,
designed for utilization in business contexts, which deliv-
ers key differentiating capabilities over other popular
blockchain platforms. The Hyperledger Fabric project
is governed by maintainers of multiple organizations
and has a configurable and modular architecture, ena-
bling optimization, versatility and innovation for several
industry use cases such as healthcare, or banking. Fabric
is the first distributed ledger platform which supports
smart contracts authored in general-purpose program-
ming languages such as Node.js, Go and Java, instead of
constrained domain-specific languages. Fabric platform
is additionally permissioned, which means that, contrary
to a public permissionless network, the users are known
to one another, instead of anonymous and thus fully
untrusted. More specifically, even if the participants may
not entirely trust each other, a network can be operated
under a governance model which is constituted of what
trust does exist among users, like a legal agreement or
framework for managing disputes. Fabric is able to utilize
consensus protocols which don’t require a native cryp-
tocurrency to fuel smart contract execution or to incent
costly mining.

Hyperledger’s first project, Fabric, is a permissioned
blockchain platform. It operates similarly to most block-
chains, which maintains a ledger of digital events. The
ledger events are structured as transactions and shared
among users. These transactions are executed with-
out a cryptocurrency, and are confidential, private,
and secured. Fabric is able to exclusively be updated by
consensus of the participants. At the time the records
have been inputted, they cannot be modified. Fabric is
a solution, focused on compliance with regulations and
scalability. Each user must register proof of identity to
membership services so as to yield system’s access. Addi-
tionally, in Hyperledger Fabric, the absence of crypto-
graphic mining operations signifies that the platform can
be deployed with roughly the same operational cost as
any other distributed system, while avoidance of a cryp-
tocurrency reduces some significant risk. Apart from
that, the medical history of the patient is very sensitive
regarding private data and is protected by international
laws. A successful medical system should minimize the
risk of medical data leakage so as to protect patients
according to regulations.
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Furthermore, a channel supports the communication
between the members of a private network and ensures
the privacy of data and which in our application, corre-
sponds to a hospital. The Hyperledger Fabric platform is
a Private and Permissioned blockchain network, meaning
only authorized users have read and write rights respec-
tively, where all the members’ actions could be traced by
authorized administrators and where all members have
their own identities. In this work a data access control
is manipulated exclusively inside the channel, and thus,
data security and integrity are achieved. The consensus of
the action in the blockchain network between the mem-
bers is based on the byzantine fault tolerant protocol
which is dependent on the opinion of members’ majority.

Methods

Proactive access control mechanism

In this section, it is described how we extend our previ-
ous works on context-aware access control policies in
healthcare [8] by considering context-aware access poli-
cies for identifying the patient’s current situation [4] and
predicting the patient’s future state based on the resent
health history of the last five hours [3], where the data
regarding the recent health history, were obtained from
the publicly available online database [9]. This work cou-
ples the proactive access control mechanism [4] with a
private and permissioned blockchain network by leverag-
ing the Hyperledger Fabric blockchain platform.

The predictive mechanism of our previous study [3],
implemented with LSTM, outputs the predictions of
health values for the following two hours by receiving as
input the recent health values from the Blockchain Fabric
Host. Afterwards, the Enhanced Blockchain API Server
assesses the criticality of the future health status of the
patient, considering the patient’s age, the current health
metrics and the predicted health metrics for the follow-
ing two hours. The criticality assessment defines the deci-
sion about emergency access permission by emergency
medical team to the patient’s sensitive EHRs, in case the
requestor is valid.

In our previous work [4], we created a fuzzy logic-based
mechanism for access control governed by fuzzy rules
to determine critical situations. This fuzzy mechanism
[4] used fuzzy rules that associate contextual attributes
with fuzzy values and generated as output an assessment
of the criticality of the patient’s health state. The related
contextual attributes, which are represented in a context
model, are analyzed in our previous work [10]. In our
previous our work [3], we extended the fuzzy access con-
trol mechanism by considering except from the patient’s
current status his future one as well, by predicting the
patient’s future medical state.
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Fig. 1 Conceptual approach

The proactive mechanism (Fig. 1) queries the ledger of
the blockchain, where the history of these metrics’ trans-
actions is stored. It receives the current health metrics
of Systolic Blood Pressure (SPB), Diastolic Blood Pres-
sure (DBP), and Heart Rate (HR), along with the same
health metrics of the past four hours, and after predict-
ing the health metrics for the next two hours, by lever-
aging the LSTM predictive machine learning integrated
algorithm, it forwards the results to the fuzzy mechanism
for assessing the criticality of the patient’s situation. The
mechanism receives the current heath metrics (SBP, DBP,
and HR) from the ledger along with the parameter of
patient’s age and by leveraging the integrated fuzzy logic
algorithm, it makes a decision about the criticality of the
patient’s health, by taking into consideration both the
current and the predicted health metrics. Afterwards, if
the assessment of patient’s health is “Critical’; the access
to the medical binary database is permitted, else the
access to patient’s sensitive private health metrics is pro-
hibited. This binary database, is an off-chain InterPlan-
etary File System (IPES) [11], where each file’s encrypted
data are stored in multiple nodes, in case of large file
volumes.

A numeric example of the functionality of the mecha-
nism is illustrated in Fig. 2. The example is a case study
of a 77-year-old patient with his health metrics (SBP,
DBP, and HR) of the past four hours, as illustrated. In this
example, the overall criticality result is deduced depend-
ent on the three individual results of the patient’s current
and future status. In this case, even if based on the cur-
rent situation the patient’s condition is not deemed crit-
ical, it is critical for both after one and two hours. The
overall critically result is deduced based on the Eq. (2)
which states that even one of the current or future situ-
ations is critical, then if the requestor belongs in the
emergency team, he can be granted access to the patient’s
sensitive EHRs.

Results

Implementation

Architecture of blockchain-based access control mechanism
In Fig. 3 the architecture of blockchain-based access
control mechanism is illustrated. The certificates admin-
istrator issues and grants a personal identity card which
includes the credentials, the role, and the digital signa-
ture of each specific user. In case of an emergency inci-
dent, a certified user, e.g. a member of the emergency
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team, by using this identity card by a client application,
requests access to a patient’s sensitive medical data (IPFS
database). Then the identification control of “Enhanced
Blockchain Application Programming Interface (API)
Server” confirms the user’s identity features and rejects
or proceeds the request accordingly. In case of success-
ful identification, the request proceeds to the predictive
personalized fuzzy mechanism for estimating critical
situations, and triggers the relating algorithm of per-
sonalization. Finally, if the ultimate estimation about
the patient’s health is not critical then the request is
finally rejected. On the contrary, if the ultimate estima-
tion is critical then the requestor is granted access to
IPES database. Thus, a robust access control mechanism
is achieved in emergency situations. In more details, in
a critical situation where the life of a patient is in peril,
the professional clinicians of an emergency team should
be able to have immediate access to this patient’s health
data, so as to be able to help more successfully the
patient.

Current Health Metrics

SBP_current =153 mmHg,
DBP_current =71 mmHg,
HR_current=73 bpm

LSTM inputs

Recent Health Metrics of the past 4 hours

SBP_before_1h =143 mmHg, DBP_before_1h =65 mmHg,
HR _before_1h = 75 bpm
SBP_before_2h =134 mmHg ,DBP_before_2h =61 mmHg,

HR_before_2h = 74 bpm
SBP_before_3h =98 mmHg, DBP_before_3h =46 mmHg,
HR_before_3h = 77 bpm
SBP_before_4h = 92 mmHg, DBP_before_4h = 40 mmHg,
HR_before_4h = 82 bpm

Blockchain Fabric Host

Technical implementation

Hyperledger Fabric doesn’t have by default its own API
Server in order to communicate with front-end appli-
cations, so this work addresses this issue by creating an
appropriate one, which is incorporated in the “Block-
chain Network” An overview of the integrated system
architecture is shown in Fig. 4. At the right, the “Block-
chain Hospital Network” is illustrated which runs in
Linux operating system and consists of the follow-
ing two sub-components: i) “Blockchain Fabric Host”
and ii) “Enhanced Blockchain API Server” Specifically,
the “Blockchain Fabric Host” contains: a) the “Hospi-
tal Channel” which services the users of the network,
b) the “Smart contract” where the rules of transac-
tions are defined, and c) the ledger where the transac-
tions are recorded. The changes in the health metrics
(SBP, DBP, and HR) of patients are always registered as
transactions in the ledger, and thus, the user can query
all patients’ health history from the ledger. Respectively,
the “Enhanced Blockchain API Server” i) incorporates
all the rules of the smart contract, ii) runs the blockchain
network and handles the appropriate user certificates
of blockchain network, iii) encompasses our “Predictive
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Personalized Fuzzy Mechanism for Estimating Critical
Conditions’, and iv) provides and handles the commu-
nication between our “RESTful Client Application” with
the “Blockchain Fabric Host” Additionally, at the left our
“RESTful Client Application” is illustrated, which runs
in Windows operating system, communicates with the
blockchain network, and sends the adequate access con-
trol request and receives the respective response.

Contextual policies utilize context attributes to char-
acterize allowable or not access requests and to permit
or deny access to private information. Specifically, when
a user requests access to specific healthcare data, the
policy—based access control mechanism evaluates the
related contextual policies exploiting attributes. This cur-
rent research, encompasses the context-based, predictive
access control mechanism of our previous work [3] in the
Hyperledger Fabric platform, so as to enrich the block-
chain network.

If a requestor who belongs in the emergency team
needs to submit a query along with her appropriate cre-
dentials, in order to access the recent health history of
a specific patient, and if the “Enhanced Blockchain API
Server” deduces that the patient is indeed in danger,
then the person who handles the front-end application

Blockchain Hospital Network

receives in the “RESTful Client Application” is sent the
patient’s personal information as well as recent health
history.

The several methods, which handle the read or write
rights to the ledger of blockchain fabric hosts, are han-
dled by the smart contract, which is known as chain-
code. The smart contract of the blockchain fabric host is
responsible for granting read or write access to the ledger
along with implementing suitable related queries on its’
data. The “Smart Contract Handling” mechanism of the
“Enhanced Blockchain API Server” encapsulates the
smart contract rules and is integrated with the predictive,
personalized fuzzy mechanism so as evaluate the critical-
ity of the patient’s health by considering her current and
predicted future health metrics, as well.

In case the access control response which has been sent
to this client application is “Permit’, then the requestor
is granted access to patient’s sensitive medical data and
the patient’s respective information is illustrated to the
appropriate panes, as explained analytically in Fig. 6, so
that the user such as the emergency doctor has a thor-
ough initial view.

To build the LSTM RNNs trained model, components
of tensorflow and keras in Linux are implemented. All
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trained models are integrated in this “Enhanced Block-
chain API Server’, so as to calculate on the fly the health
metrics predictions by the corresponding incorporated
trained neural network model per patient.

The RESTful client application comprises six panes
(Fig. 5). In the upper left pane, the patient ‘s Body Mass

Index (BMI), weight, height, age, gender, and ID are dem-
onstrated, whereas in the upper center pane, the overall
access result is demonstrated. Below this component, the
access control selectable options are illustrated, which
are the following: i) the baseline method, which consid-
ers basic thresholds as limits in order to grant access;
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ii) the non-personalized method, which considers only
the fuzzy inferencing process; and iii) the personalized
method, which takes into account the fuzzy inferencing
process and the personalization aspect of age. All the
three already mentioned access control cases consider
the health metrics of SBP, DBP and HR, based on the
patient’s diagnosis of present medical status. In the upper
right pane, the patient’s current health metrics are pre-
sented as well as the current medical state result of the
prognostic access control case, which has already been
checked on the previous pane, along with the individual
access results per health metric referring to the patient’s
current medical state. In the lower left pane, the patient’s
recent medical history within the last five hours is dem-
onstrated. In the lower center pane, the LSTM NNs
mechanism predicts the health metrics’ values for the fol-
lowing two hours as well as the respective access requests
by using the fuzzy inferencing system [4]. Finally, in the
lower right pane, the button ‘Evaluate’ provides the sys-
tem’s decision according to the chosen access control
case.

Evaluation

Evaluation scenarios and datasets

The three predictive scenarios of baseline method, per-
sonalized fuzzy method, and personalized fuzzy method
which inference the criticality of patient’s health state,
were tested. More information about how all three meth-
ods are implemented can be found in [3]. In this work,
in all three scenarios the requestor is a member of the
emergency medical team and wants to have an imme-
diate and privileged access to sensitive data of a patient
who is probably is a critical situation. The whole access
control policy rules are implemented as follows in Eq. (1)
and Eq. (2).

If (((role_of_requestor = “Doctor”) OR
(role_of_requestor = “Emergency Team”))AND
( requestor_credentials = “Valid”))
then ( Identification Success)

(1)

If(( Identification Success ) AND
context expression ((CRITICALSITUATIONfCURRENT = true)OR

(CRITICALgGITUATION_AFTER_1_HOUR = true) OR (2)
(CRITICALSITUATION_AFTER 2_HOURS = true)))
then ( Critical Situation)

In this work the three scenarios utilizing the public
dataset [9] were tested, including four thousand patients
and comprising one file per patient. Each patient file,
among others, includes SBP, DBP and HR health met-
rics history. These time-series sequential data are taken
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sporadically every ten minutes, or twenty minutes or
even one hour or more. We built an additional software
component, in [3] to extract the health metrics of every
hour, while all the files that had time gaps more than one
hour were excluded. For more information regarding the
data pre-processing, please refer to [3]. This research
integrates the health metrics data used in our previous
work [3] by incorporating their health metric values in
the smart contract as initial values. More particularly,
the EHRs per patient were inserted programmatically, in
adequate format in the smart contract file. This file in Go
programming language is handled, which is the default
language for creating the smart contracts in Hyperledger
Fabric.

Evaluation results

The response time of the system from the moment an
emergency team member is measured, by communicating
with API server using the client application, asks permis-
sion to access the patient’s sensitive medical data, until he
is finally granted this access or not, which is considered
as a query transaction. This response time of committing
a query transaction so that the “Enhanced Blockchain
API Server” responds to the RESTful client application in
milliseconds (ms) is demonstrated in Table 1. Three cases
are taken under consideration. In the first case the “Non-
Predictive Personalized Fuzzy Method” of our previous
work [4] is examined where only the fuzzy mechanism
is integrated in the blockchain network, by considering
only the current situation and without taking into con-
sideration the prediction of the patient’s future state.
In the second case, the “Predictive Personalized Fuzzy
Method—with trained LSTM models” is examined where
the LSTM models, which are used for the prediction, are
trained in advance by using a considerable amount of
data, and are then implemented in the predictive mecha-
nism for the evaluation. In the third case, the “Predictive
Personalized Fuzzy Method—with training LSTM mod-
els” is examined, where these models are trained by the
whole amount of available data “on the fly” at the exact

Table 1 Latency for committing a query transaction to our client
application from the blockchain network per access control case

Blockchain access control case Time (ms)
Non-Predictive Personalized Fuzzy Method 1887
(integrating the fuzzy mechanism, without the LSTM predic-

tion)

Predictive Personalized Fuzzy Method (with trained LSTM 5104
models)

Predictive Personalized Fuzzy Method (with training LSTM 14736

models)
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moment of the access request and are right away imple-
mented and incorporated in the predictive mechanism
which proceeds to the estimation of the patient’s state. It
is deduced from Table 1 that the first blockchain access
control case of the “Non-Predictive Personalized Fuzzy
Method” has the shortest response time for committing
a query transaction, while the third case of the “Predic-
tive Personalized Fuzzy Method—with training LSTM
models” corresponds to the longest response time. To
our knowledge not a scientific work was published up
till now that incorporates predictive fuzzy techniques
in estimating a patient’s critical health state in order to
provide access control on a blockchain network system
and thus there is not time comparison with similar access
control cases. Nevertheless, our mechanism enhances
trustworthiness and achieves traceability of access con-
trol to personal health data in emergency situations. This
work could contribute to the review work of Sookhak
et al. [12] by introducing the latency due to the integra-
tion of a predictive fuzzy personalized mechanism within
the hyperledger-based blockchain network.

Discussion

Access control schemes in critical medical conditions
Yielding access to patient’s medical information consti-
tutes a sensitive concept due to the fact that there is the
danger for patient’s private information to be exposed
to malicious subjects. Granting access to EHRs in criti-
cal conditions improves medical decision-making and
increases the quality of patient’s life [13]. Povey et al. [14]
suggest a retrospective access control method so that the
system isn't misused, and where transactions are used
to assure the integrity of the system is able to be recov-
ered during a data breach case. The authors suggest an
informative break-glass approach regarding misuse
before its activation, while stating that in an emergency
case, the users are able to operate the tool but, after the
event, the users must inform the system’s administrator
to avoid a penalty.

Saberi et al. [15] present a synthesis of IPFS with block-
chain technology. Blockchain is used as a secure incor-
porated system for ABAC break-glass mechanisms, and
as an IPFS that creates a distributed file storage infra-
structure to store big files of medical data. Furthermore,
the conceptual model of Saberi et al. [16] was based on
the blockchain technology, on an IPFS and on ABAC,
that doesn’t necessitate circumventing the access control
system so as to constitute the patient’s healthcare data.
Particularly in emergencies, the medical professionals
are permitted access to the EHRs in time based on the
attribute-related security rights that are decided by the
patients.
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Manasa et al. [17] introduced an access control scheme
for patient-centric privacy regarding medical data in
critical states. The model of Tsegaye et al. [18] assures
the EHRs confidentiality based on ABAC and RBAC,
whereas ensuring integrity by the exploitation of Clark—
Wilson model for safeguarding the EHRs from both
unauthorized entities and authorized medical profes-
sionals. Additionally, by implementing their paradigm,
the EHRs are protected and any access problems are
dealt with whereas yielding access of medical records in
emergencies.

Farinha et al. [19] introduced an implementation of the
break-glass paradigm in a real-life scenario to enhance
the legislation regarding genetics. In addition to this,
the authors evaluated the process of encompassing leg-
islation into the healthcare practice and the impact of
break-glass usage by reaching a consensus that the break
-glass features were able to filter the non-authorized
accesses that wouldn't be prevented otherwise. Geor-
gakakis et al. [20] created the spatio-temporal Emergency
RBAC scheme dependent on spatiotemporal context of
location, time, and roles’ hierarchy to grant exception
access in emergencies. In their scheme, users are able to
access resources either through the common process of
assigned roles based on the security policy of the organi-
zation or demand access to a resource through the emer-
gency access procedure.

Marinovic et al. [21] suggested a break-glass paradigm
which builds a break-glass policy by determining the rea-
son why the access wasn't granted. Their scheme repre-
sented missing and conflicting data, allowing the policy
to produce a more informed decision when faced with
inconsistent or missing knowledge. Maw et al. [22] intro-
duced an access control scheme, in networks of body
area and wireless sensor networks that supports a flex-
ible emergency access control of accessing data. Guan
et al. [23] suggested a paradigm leveraging the patients’
fingerprints to assist doctors to have temporary access of
medical information. If a patient is in a coma, the doctor
needs to access the patient’s medical records immediately
to take efficient aid measures. Kiinzi et al. [24] introduced
an access mechanism in critical conditions for EHR sys-
tems which encompass digital rights protection of health
records. Their approach for emergency situations, miti-
gates the emergency key distribution problem and can be
integrated in distributed environments.

Contextual attributes for access control in critical medical
conditions

Context identifies a specific condition by consider-
ing the circumstances where an event arises. Each con-
textual attribute serves as a quantitative primitive, like
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the location of the requestor. Attributes in ABAC are
divided in the four following categories [25]: i) subject
attributes identify the user requesting access, like age;
ii) action attributes identify the requested action like
read; (c) object attributes identify the resource of access
like a medical record; and (d) environment attributes are
related with factors of dynamic access control, like time.

In the healthcare domain, contextual information that
identifies a patient’s medical critical condition should be
characterized in managing access to the medical sensitive
data so as to assure the most effective treatment. Corre-
spondingly, the implementation of access control models
that incorporate the context notion, like the concept of
dynamically altering contextual attributes that character-
ize the current status, is needed. More particularly, con-
text is deemed as any information identifying the status
of an entity, like an object, place or person, based on the
relation between a requestor and an application [26].
Using contextual information assists the implementation
of access control policies by considering the conditions
of access requests’ evaluation. As an example, in emer-
gency cases, an emergency medical professional intends
to access the patient’s medical information to efficiently
address a critical situation. The values of contextual
information are collected, for example, from IoT devices,
like a wearable which measures blood pressure. In emer-
gency situations, the emergency healthcare teams must
be able to gain access instantly to the patients’ healthcare
records.

The following works are reviewed to identify context-
based information for facilitating the evaluation of criti-
cal healthcare conditions. Nomikos et al. [27] examined
patients’ conditions using attributes, like the time when
the stroke happened, the age, the DBP, the SBP, the Glas-
gow and the Scandinavian coma scales that characterize
the patient’s consciousness level. Mahmood et al. [28]
estimated the crisp values of blood pressure param-
eters from the HR. Djam et al. [29] proposed a fuzzy
expert system for the hypertension management uti-
lizing the fuzzy logic paradigm. As fuzzy inputs, BMI,
age, DBP, and SBP were deemed to estimate the risk for
hypertension.

Manasa et al. [17] considered contextual attributes like
the patient’s medical history, allergies, prescriptions, and
basic profile. Furthermore, an emergency attribute is
considered for emergency access. A fuzzy expert system
for estimation of heart diseases, that utilizes the approach
of cuckoo search, is suggested by Moameri et al. [30]
by considering the attributes of age, type of chest pain,
blood pressure, electrocardiogram results, maximum
HR, and cholesterol level.

Few studies take under consideration users’ specifici-
ties for the evaluation of access policies. For instance,
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the increased HR is considered as critical for a specific
patient in case that his healthcare situation, his activity
levels or his age are taken into account. Zerkouk et al.
[31] suggested an adaptable access control paradigm
and its related architecture, where the security policy is
based on an analysis of the user’s monitored behavior.
Rostad et al. [32] introduced a mechanism for person-
alized access control in health records. Their scheme
combines properties and concepts of RBAC and DAC to
manage the desired properties. Additionally, the authors
deem a set of common policies that cannot be edited by
the patient, along with a set of personal policies updated
by the patient. Petkovi¢ et al. [33] suggested security and
privacy enhancements in a RBAC paradigm. Their sys-
tem includes personalized access control which is a com-
bination of user-managed and role-based access control,
along with a cryptographic enforcement, that includes
effective key management for accessing medical data.
Son et al. [34] suggested a dynamic access control para-
digm, for preserving the personal health information
security in a cloud environment by considering contex-
tual attributes for dynamic access. Their model utilizes
the ontological concept of 5W1H to process context-
based attributes for dynamic access. Their approach
refers to the dynamic access control in medical sector.

Hyperledger fabric blockchain for access control in critical
medical conditions
Various implementations have been proposed which uti-
lize the Hyperledger Fabric blockchain for managing the
access control in emergency medical situations. First of
all, Son et al. [35] propose an emergency access control
management framework to safeguard the patients’ data.
Their framework is formed dependent on permissioned
blockchain Hyperledger Fabric, and defines regulations
and rules by utilizing smart contracts and time duration
to manage emergencies. Additionally, in their system
the patients restrict the time to access the data in emer-
gency conditions. Additionally, Le et al. [36] propose a
Hyperledger Fabric-based system which deals with the
problem of yielding access to patients’ sensitive infor-
mation when emergency situations arise and deals with
the problems of setting appropriate rules for accessing
the emergency control management of personal health
records. Furthermore, Morelli et al. [37] present an audit-
based framework which leverages the Hyperledger Fab-
ric distributed ledger in order to increase accountability
and decentralize the authorization decision process of
Attribute-Based Access Control policies by using smart
contracts,and implementing it in the use case of EHR
access control.

Additionally, various research works refer to the
inclusion of blockchain for medical access control in
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non-emergency cases by leveraging the Hyperledger
Fabric blockchain platform. Firstly, Chenthara et al. [38]
develop a privacy-preserving framework called “Health-
chain” based on blockchain technology which maintains
integrity, security, privacy, and scalability of the e-health
information. More specifically, the blockchain is built on
Hyperledger Fabric, which is a permissioned distributed
ledger solution by utilizing Hyperledger composer and
stores EHRs by using IPFS to implement their “Health-
chain” framework. Additionally, Zhan et al. [39] propose
a paradigm which encourages the growth of healthcare
data by enabling stakeholders to collaborate and share
EHR trust. More specifically, the authors recommend
a Hyperledger Fabric-based strategy to support the
exchange of EHR models. By leveraging the Hyperledger
Fabric blockchain, EHR stakeholders can be brought into
the channel to facilitate data sharing. ABAC permits
users to design the data access control policy, which can
improve security. All the records stored in the blockchain
are viewed utilizing the Hyperledger Fabric feature and
cannot be destroyed or altered, supporting data traceabil-
ity. Furthermore, Khan et al. [40] introduced a blockchain
Hyperledger Fabric-enabled consortium architecture for
handling sensitive medical data in a serverless peer-to-
peer network.

Additionally, non-healthcare solutions based on
Hyperledger Fabric were introduced. Indicatively, Khan
et al. [41] used blockchain Hyperledger Fabric and a
metaheuristic-enabled genetic algorithm for fog node
management.

Non-hyperledger fabric blockchain-based for access
control in critical medical conditions

However, various blockchain-based implementations
rely on different blockchain platforms, which aren't
based on the Hyperledger Fabric platform, for medical
access control. Firstly, in the work of Sultana et al. [42]
blockchain was utilized to keep an audit trail of medical
data transmissions. Their suggested model comprises
two users who share health data. In medical image shar-
ing, the medical technologist who generates X-ray files
etc. is the sender, patient is the receiver, and the data in
question are the medical image files. Additionally, the
patient can share information with a doctor by having
the patient as the sender and doctor as the receiver. More
specifically, their model uses a public blockchain such as
Ethereum that utilizes proof-of-work consensus mecha-
nism in order to validate nodes. Their work provides an
overview of their decentralized trustless model that aims
to deal with security issues based on storing and sharing
of health records and images in an EHR system. More
specifically, their work enhances the security of health
images and medical records transmission based on a
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combination of zero trust principles and blockchain. Fur-
thermore, according to Ma et al. [43] blockchain is able to
be utilized to query genomic dataset audit trail and build
a space and time efficient log. Thus, it provides a prom-
ising solution for distributing genomic information with
accountability requirement across various sites. Addi-
tionally, Gursoy et al. [44] develop a particular smart con-
tract to query and store gene-drug interactions utilizing
a multi-mapping index-based method by leveraging the
Ethereum blockchain. Their smart contract stores each
pharmacogenomics observation, a gene-variant-drug
triplet with outcome, in a mapping by a unique identi-
fier, permitting for space and time adequate query and
storage.

Additionally, non-healthcare solutions based on non-
Hyperledger Fabric blockchain platform were intro-
duced. Indicatively, first of all, Khan et al. [45] proposed
a solution for small and medium-sized enterprises which
incorporates a blockchain structure with IoT-enabled
permissionless network. Moreover, Khan et al. [46] intro-
duced a Hyperledger Sawtooth solution which incorpo-
rates a peer-to-peer network and applied for testing in
exchanging information between connected devices of
industrial internet-of-things. Furthermore, Khan et al
[47] proposed an IoT-blockchain-based collaborative
technology applied in a Hyperledger Sawtooth architec-
ture, so as to investigate digital multimedia forensics.
In addition to this, Dhasaratha et al. [48] investigate
the applicability of a distributed reinforcement learn-
ing approach in a Federated Learning multi-disciplinary
reinforcement system which handles post-COVID-19
patient data of [oMT applications.

Positioning

As seen in the research papers’ comparison in Fig. 6, this
work examined research articles by considering the fol-
lowing criteria: i) medical access control, ii) emergency
Medical Situations, iii) Hyperledger Fabric based block-
chain network, iv) predicting emergency medical situa-
tions with LSTM NNs mechanism, and v) fuzzy logic. To
our knowledge up till now only this work fulfills all the
above-mentioned criteria, which encompasses the inte-
gration of a predictive fuzzy personalized mechanism
within a Hyperledger based blockchain network by pre-
dicting emergencies in the healthcare sector.

Conclusions

In critical medical conditions, the patients’ health criti-
cality should be taken under consideration when allow-
ing access to their sensitive EHRs. Thus, identifying
life threatening cases in automated healthcare access
control systems is imperative. This work introduces a
permissioned blockchain network for access control
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Fig. 6 Positioning of proposed method [30, 35-40, 49-60]

management in emergency health situations, which
incorporates machine learning techniques along with
a personalized fuzzy mechanism for estimating the
patient’s future health metrics, related to his recent
history.

The developed access control mechanism provides
secure access for emergency clinicians to sensitive infor-
mation and simultaneously safeguards the patient’s
private data. The proposed permissioned blockchain
network is capable of securing patient’s sensitive infor-
mation based on the personalized policies in the block-
chain network. Furthermore, this approach is proactive
because it provides access control based on near-future
predictions about the criticality of the patient’s situa-
tion. Moreover, it has the ability to track the history of
who and when gained access to the sensitive patient’s
data so that trust is achieved as well. Additionally, in this
work the integration this fuzzy predictive mechanism
with machine learning techniques in the private and per-
missioned blockchain network assures the data security
and enhances the users’ traceability. One of the main
challenges of this work was the integration of the fuzzy
and predictive mechanism within the blockchain net-
work. The combination of the fuzzy logic and the LSTM

NNs algorithms with the rules of the smart contracts
addressed this problem. Limitations of this approach
include the incorporation of a small number of health
metrics to characterize the criticality of a patient’s situ-
ation. Additional metrics, such as drinking or smoking
habits, the oxygen and the glucose levels in blood, exist-
ence of chronic diseases, or BMI could be taken under
consideration in a future work. Furthermore, while, this
work focuses solely on emergency situations where iden-
tifying the patient’s current and future state is vital for the
patient’s survival, in a future work the integration of the
prediction of diseases could be investigated to help the
doctor to make the final diagnosis. In a future the encap-
sulation of additional predictive algorithms within the
blockchain network could be investigated. Additionally,
as future work the fuzzy predictive inferencing system of
this work could be integrated to other blockchain-based
platforms as well, such as Hyperledger Sawtooth.

Abbreviations
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RBAC  Role-Based Access Control
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MAC  Mandatory Access Control
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